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Bottom Line Up Front

There are several Risk and Authorization Programs (RAMP) that an
organization may need to comply with and ascertaining the
correct one can be challenging initially. Changes to various state
and Federal regulations require organizations to either dedicate

resources to stay on top of the changes or to hire outside
consultants to perform the task.



--\"—‘—.




FedRAMP StateRAMP
IR Texas Department of
Information Resources



Top 3 Security Breaches of 2021

1. Cognyte
Database of 5 billion records exposed on the Internet without any password
or authentication required to access it — contained aggregated breach data
that Cognyte was researching

2. LinkedIn
700 million users’ personal data was for sale online — no login credentials, but
names, physical addresses and email addresses

3. Facebook

553 million accounts (106 countries, 32m records from US) including phone
numbers

Source: https://www.securitymagazine.com/articles/96667-the-top-data-breaches-of-2021
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e Established 2011 to “provide a cost-
effective, risk-based approach for
the adoption and use of cloud
services by the federal
government”

* Cloud Service Providers contract
3rd Party Assessment Organizations
(3PAOs) to either Consult in
preparation for an assessment or

-
to perform the actual assessment Fed RA M P
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FedRAMP’s guiding principle is reuse:
do once, use many times.

Source: https://www.fedramp.gov/assets/resources/documents/Transcript-FedRAMP-Overview.pdf
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FedRAMP Security Assessment Plan (SAP) Template
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FedRAMP Ready

“
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3rd Party Risk Assessment
Organizations (3PAOs)

* Accredited by American
Association for Laboratory
Accreditation (A2LA)

* Two Modes of Operation
 Consultant
* Assessor

Image Source: https://darkknightne



Oh Dear!

Image Source: https://inspirationfeed.com/wp-content/uploads/2015/09/Steampunk-c3p0-by-Anjics.jpg



In the Marketplace!

* CSP products
* Ready
* In Process
* Authorized

FEDRAMP MARKETPLACE

FedRAMP at a Glance

* Federal Agencies
b))

* 3PAOs _ ==
* Only 41 in the Marketplace \ N PROCESS
* # offerings assessed |
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‘ StateRAMP

* 501(c)6 non-profit organization designed to assist State and local
governments in managing 3" party risk

* Board of Directors comprised primarily of state and local government
officials

e Patterned after FedRAMP

* Leverages FedRAMP authorized 3PAOs



‘ StateRAMP

* Three security statuses

* Ready
e Authorized
* Provisional

* Three progress statuses

* Active
* [n Process
* Pending

lﬁl
StateRAMP
STATERAMP SECURITY CONTROLS

BASELINE SUMMARY
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STATERAMP CONTINUOUS
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IMPROVEMENT GUIDE

vERSION B
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Tx-RAMP

Texas Department of
Information Resources

* Created in May 2021 by the Texas Legislature; effective January 1, 2022
* Implementation occurs in phases depending on an organization’s certification level
 TX-RAMP Certified Cloud Products list similar to FedRAMP Marketplace

* Statewide Portal for Enterprise Cybersecurity Threat, Risk, and Incident Management
(SPECTRIM) for TX-RAMP submissions

* TX DIR directly works with CSPs — no 3PAO assessments — you can still consult with a
3PAO, but they aren’t involved in the authorization process

* TX DIR takes a holistic approach to certification — remediation plans may be allowed
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Reciprocity
* FedRAMP does not accept StateRAMP or TX-RAMP authorizations

* StateRAMP accepts FedRAMP authorizations but not TX-RAMP
authorizations

* TX-RAMP accepts all FfFdRAMP authorizations, but only accepts full
StateRAMP authorizations (e.g. TX DIR will will grant a TX-RAMP
Provisional authorization for a FeEdRAMP Ready authorization but not
a StateRAMP Ready authorization)



What's the right choice? (Jeremy’s Opinion)

* |f you have Federal customers — go FedRAMP

* |f you don’t have Federal customers and are seeking a full authorization — go
StateRAMP

* |f you don’t have Federal customers and are seeking a Ready authorization —
and don’t do business with Texas — go StateRAMP

* |f you only do business with Texas — go TX-RAMP

* |f you're fishing in multiple states and are only ready for Ready — do StateRAMP
Ready — you still have to have an agency sponsor for TX-RAMP Provisional
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Summary

* There is no one-size-fits all solution, but FedRAMP — if you can — provides
the reciprocity and the most flexibility

* 3PAOs are required for FEdRAMP and StateRAMP — a consulting 3PAO
can’t turn around and then perform your assessment, though

* 3PAOs are not part of the TX-RAMP certification process, but they can
help you prepare

* The process isn’t going to be cheap, but its cheaper than not doing it
right



Thank you!

Jeremy.Blevins@Sentar.com
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